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are businesses that must have databases that contain this type
of information in order for them to perform their business.
What happens in the event that there is a breach of this
security? Not certainly by sloppiness on the part of the
business; it may be a renegade employee, it may actually have
been a hacker from outside that has breached every fire wall
known to man as they stay ahead of technology. So what happens
in that event? And LB 917 is how you deal with it. It asks
that this business conduct an investigation in the event that
there 1is lost data or they have reason to believe that data has

been breached. It requires them to give a notice to the
customers in their database so that they are empowered to take
steps to protect their identity. It also provides some

provision for our Attorney General in an amendment that was
offered by Senator Mines into the bill the day of the hearing,
and was accepted by the committee. So that's what LB 917 is
about. It's about that unfortunate event when a database is
actually breached. If you look at the amendment on page 3, the
key area that we're talking about is, what is the personal
information we're talking about? We're not talking about names
and addresses that are found in a phone book. We're not talking
about something that would be a public document that would be
readily available. What we are talking about is when they use
their first name in conjunction with, on page 4, (a) a Social
Security number; (b) your motor vehicle operator's license
number or a state I.D. card number; (c) an account number or
credit or debit card number, in combination with any required
security code, access code, or password that would permit access
to a resident's financial account; (d) a unique electronic
identification number or routing code; (e) unigque biometric
data, such as a fingerprint, voice print, or retina or iris
image, or other unique physical representation. So we are
talking about very, very specific data that would endanger your
financial future and would put you at risk of identity theft.
In Section 3, it talks about the required investigation that
must occur. It must be done very promptly, very quickly, so
that, in fact, if a notice is required and they determine that
you are at risk of damage or potential damage, that you will be
notified and can take steps to protect yourself. If the
investigation determines that the use of information about a
Nebraska resident for an unauthorized purpose has occurred or is
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